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Dell Technologies and AWS Collaborate to Help Customers Protect their Data from Ransomware
Attacks

December 1, 2021
Dell EMC PowerProtect Cyber Recovery for AWS provides a fast, easy-to-deploy public cloud vault to help secure, isolate
and recover data from a ransomware attack

ROUND ROCK, Texas, Dec. 1, 2021 /PRNewswire/ --
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News summary

e Dell Technologies and AWS bring industry-leading data protection to customers with a public cloud vault, operational air
gap and enhanced security

e Dell EMC PowerProtect Cyber Recovery for AWS offers modern data protection to isolate critical data and help accelerate
data recovery

* New offering is the latest Dell Technologies data protection solution available as a transactable offer in AWS Marketplace

Full story

Dell Technologies (NYSE:DELL) and Amazon Web Services, Inc. (AWS), an Amazon.com, Inc. company, are bringing Dell's cyber recovery vault to
the AWS Marketplace with the launch of Dell EMC PowerProtect Cyber Recovery for AWS. Through the AWS Marketplace, customers can easily
purchase and deploy an air-gapped cyber vault from Dell, the leading provider of data protection appliances & software globally1, to help securely
protect and isolate data away from a ransomware attack.

Dell EMC PowerProtect Cyber Recovery for AWS provides multiple layers of protection with a modern approach that allows AWS customers to resume
normal business operations quickly and confidently after a cyberattack. The solution moves a customer's critical data away from the attack surface,
physically and logically isolating it with a secure, automated operational air gap. Unlike standard backup solutions, this air gap locks down
management interfaces, requiring separate security credentials and multi-factor authentication for access.

"Data is a strategic asset, and protecting it against ransomware and other cyberattacks is critical for organizations to make informed decisions about
their business and thrive in today's digital economy," said David Noy, vice president of data protection product management, Dell Technologies. "By
teaming with AWS, we are offering customers a cyber recovery solution that isolates business-critical data away from an attack with an air-gapped
cyber vault, helping organizations reduce risk and protect data with confidence after a successful cyberattack.”

As organizations continue to adopt diverse IT infrastructures, across the public cloud and on-premises environments, data protection solutions can
improve data security. According to the 2021 Dell Technologies Global Data Protection Index survey of 1,000 global IT decision makers, 67% of
organizations lack confidence that all business-critical data can be recovered in the event of a destructive cyberattack. Dell EMC PowerProtect Cyber
Recovery for AWS helps customers address the increasing risk of ransomware and other cyberattacks.

"Dell Technologies' cyber recovery solution will help our joint customers face the threat of ransomware and other cyberattacks," said Sabina Joseph,
general manager, America's Technology Partners, AWS. "Through Dell EMC PowerProtect Cyber Recovery for AWS, our customers can now have
access to a data vault they can purchase and deploy on AWS."

Available today, Dell EMC PowerProtect Cyber Recovery for AWS is the latest data protection solution from Dell Technologies available for purchase
in AWS Marketplace, a digital catalog with thousands of software listings from independent software vendors that make it easy to find, test, buy and
deploy software that runs on AWS. Customers can gain fast access to Dell's portfolio of data protection offerings for AWS with a simple purchase, so
they can begin deployment immediately.

"Having strong relationships with global technology experts, such as Dell Technologies and AWS, ensures our cloud operations always remain safe,
sound and secure," said Jason Sandery, executive manager, Cloud Services, Commonwealth Bank of Australia. "Using powerful cloud cyber recovery
solutions gives us the confidence that our data remains protected from highly-destructive cyber threats, like ransomware, and overall uplifts our risk
resilience and operational efficiency."

Additional resources

Learn more about AWS Backup and Recovery with Dell Technologies Data Protection Solutions
Read the Dell EMC PowerProtect Cyber Recovery for AWS solution brief to learn how to protect data from a ransomware

attack

Register today for Dell Technologies Webinar: |ntroducing New Data Protection & Cyber Resilient Solutions for AWS
Dell Technologies Blog: Public Cloud Vault to Secure, Isolate and Recover Data
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provides customers with the industry's broadest and most innovative technology and services portfolio for the data era.

Copyright © 2021 Dell Inc. or its subsidiaries. All Rights Reserved. Dell Technologies, Dell, EMC and Dell EMC are trademarks of Dell Inc. or its
subsidiaries. Other trademarks may be trademarks of their respective owners.

1 Based on combined revenue from the IDC 2Q21 Purpose Built Backup Appliance (PBBA) Tracker with select Storage Software segments from the 2Q21 Storage
Software and Cloud Services QView.
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